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Draytek IPSec VPN with Windows Vista

Update 18-09-2007: Jacco de Leeuw correctly pointed out that DES should be disabled in the
[PSec general settings.

This tutorial will show the steps needed to connect a Windows Vista client computer to a
Draytek using an IPSec VPN tunnel. Please check for the latest version of this tutorial on
www.fiereworks.nl, since new security issues could require different steps. If you find any
errors, please contact me at www.fiereworks.nl/contact.html.

Note: These steps are created using a Draytek Vigor 2700 Series. Therefore some settings will
not be available on other models, or placed elsewhere within the router's menu.

Draytek settings
IPSec general settings

1. Loginto the router by entering the IP address into your favorite web browser (e.g. Internet
Explorer).

2. Navigate to IPSec General Setup and enter your Pre-Shared Key. Create one using this
excellent secure password generator. Be sure to remember the password!

3. Deselect the Medium (AH) and High (ESP) DES IPSec security methods.

VPN and Remote Access >> [PSec General Setup

VPN IKE /IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAM to LAN].
IKE Authentication Method

R e e e e e e ]
Pre-Shared Key

L e e e

Re-type Pre-Shared Key
IPSec Security Method
[C] Medium (AH)

Data will be authentic, but will not be encrypted.

High (ESP} Cloes ™3pes Mlaes
Data will be encrypted and authentic.

[ OK ] [ Cancel
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Windows Vista IPSec settings

Note: when performing the steps below to Windows Vista User Account Control (UAC) will
ask for your permission to perform a task. You should click continue.

1) Browse to Control Panel -> Choose Classic View -> Administrative Tools

%v@ ¥ Control Panel »

Control Panel Home

= ClassicView :_!LEFS Eé__"l @

Add Administrativ | AutcPlay [

Name} Category

Hardware e Tools |
o Y fo
I -
Default Device
Pragrams Manager

2) In the Administrative Tools menu select Windows Firewall with Advanced Security (UAC
asks permission)

3)
a) Select the connection security rules in the Windows Firewall with Advanced Security view.

E Windows Firewall with Advanced Security
File  Acticn View Help

«= EEE

@ Windows Firewall with Advanced Security on Local Computer
Inbound Rules

Quthound Rules
¥ Connection Security Rules |

[ B Meonitoring

b) In the Actions panel (right hand side) choose New Rule.
Actions

Connecticn Security Rules -

_-L{:-i_ Mew Rule...

& Filter by Profile b
ST Filter by State b
View 3

|G| Refresh
[= Export List..
ﬂ Help
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4) The New Connection Security Rule Wizard is launched. Select Tunnel and click next.

@ New Connection Security Rule Wizard
Rule Type

Select the type of connection security rule to create.

Steps:

» Rue Type What type of connection security rule would you like to create?

& Tunnel Endpoints

@ Authertication Method Isolation

@ Frofile Restrict connections based on authentication crtera, such as domain membership or
health status.

@ Name Authentication exemption

Do not authenticate connections from the specified computers.

Server{o-server
Authenticate connection between the specified computers.

@ Tunnel
Authenticate connections between gateway computers.

Custom
Custom rule.

Mote: Connection securty rules specify how and when authentication occurs, but they dao not
glow connections. To allow a connection, create an inbound or outbound rule.

Leam more about nile types

l | Cancel

[=a)
[¥1]

g
W

5) Endpoint one concerns the local network settings, and endpoint two concerns the settings
of the Draytek router. Use the buttons Add to ad arange of ip addresses or a single address.
Remote tunnel computer (closest to computersin Endpoint 2) isthe WAN IP address of the
Draytek router.

Endpoint 2 below is setup as 192.168.2.0/24. This means that accessto al the IP addressesin
the 192.168.2.x is needed. If you need access to only one computer just insert only that 1P
address.

Click Next when settings are compl ete.
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s

9 Mew Connection Security Rule Wizard
Tunnel Endpoints

Specify the endpaints for the |Psec tunnel defined by this nule.

Steps:

& Ruls Type Connections from Endpaint 1to Endpoirt 2 will pass through the specified tunnel endpoints.
’ Tunnel endpoints are generally gateway servers.

@ Tunnel Endpoirts Which computers are in Endpoint 17

@ Authertication Method 15216211 Add...

@ Profile

@ Mame

What is the local tunnel computer {closest to computers in Endpoint 1)7
|Pv4 address: 152.168.1.1

|PvE address:

What is the remote tunnel computer (closest to computers in Endpeint 2)?
|Pv4 address: 202,211 200241

|PvE address:

Which computers are in Endpoint 27

152.168.2.0/24 Add...

Leam more about tunnel endpoints

< Back ” Mead = l [ Cancel

www.fiereworks.nl



Fiereworks
www.fiereworks.nl version 1.1

6) Choose Preshared Key and insert the key generated in step a of General IPSec settings.

9 Mew Connection Security Rule Wizard
Authentication Method

Specify how authentication iz performed for connections that match this rule.

Steps:

@ Fuls Type What authentication method would you like to use?

& Tunnel Endpoints )

| Computer certificate

_— _—

eSS Restrict communications to connections from computers that have a cerificate from this
@ Profile cerification authority {CA).
@ Mame CAname:

These certificates are issued by Metwork Access Protection health certfficate
SErVErs,

@ Preshared Key {not recommended)

Key: difficuttkey

Preshared key authentication is less secure than other authentication methods.
Preshared keys are stored in plaintext.

~1 Advanced
Specify custom first and second authentication settings.

Leam more about authentication methods

< Back H Mesd = l[ Cancel
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7) Select when this profile should be active. In our case we select all the fields.

9 Mew Connection Security Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rue Type When does this rule apply?

& Tunnel Endpoints

@ Authentication Methad Demain

s Profile Applies when a computer is connected to its corporate domain.
@ MName Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public netwonk location.

Learn more about profiles

< Back H Mesd = l[ Cancel
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8) Choose a name for your rule and click finish.
nnection ul 1Za

Name

Specify the name and description of this rile.

Steps:
Fule Type
Tunnel Endpaints

Mame:
Profile Wark

L
L
@ Authentication Method
-
-

Mame

Description {optional):
My own description

<Back || Fnish || Cancel

9) Y ou should see your rulein the Connection Security Rules

RIS Connection Security Rules

Mame Enabled Endpeoint 1 Endpeoint 2 Authenticatiocn mode Authentication method Group

g?;Work Yes 19216811 192168.2.0... Require inbound and cutbound Custom
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